Vulnerability RightCue

ASSURANCE

ASsessment:
AN overview

User devices and IT networks are prone to cyber attacks due to incorrect configurations, unsupported
software, viruses and missing updates.

A vulnerability assessment (VA) seeks to thoroughly examine each device/ network using specialist tools
to identify if they are at risk of compromise. This allows you to take timely actions and ensure your systems
remain protected against cyber attacks.

Regular VAs are used as best practice to address risk. VAs are also required for meeting compliance
requirements e.g. Cyber Essentials Plus, ISO 27001, Government contracts and may also be mandatory for
some commercial contracts.

OUR VA SOLUTIONS

EXTERNAL ] INTERNAL == REGULAR

NETWORKS - NETWORKS - MONITORING

v Firewalls v Servers v Regular monitoring of internal and

v Email server v Networks external networks using Cloud
solutions

v/ Website v User devices

v VPN connection v Wifi

v Web portals v Printers and other peripherals

HOW IT WORKS

» We work with you to understand your systems, data and risks to create a VA solution that will meet your
specific requirements.

* We use a combination of tools and human intelligence to carry out the assessments.

» Our reports are written to help you understand the risks and provide practical resolutions.
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WHY US?

v’ In-depth understanding of business, technology
and regulations.

v/ Highly praised by our clients for outstanding
customer service and quality of deliverables.

v/ Access to a wide range of professional qualified
resources in ethical hacking, fraud investigations,
finance, risk management and internal audit.

v’ Flexible arrangement- we can scale up and down
as per your needs.

RightCue

ASSURANCE

OUR EXPERTISE

» Computer Forensics

* Risk Assessment

» Data Recovery

+ Security Audits

* Governance frameworks e.g. CIS, NIST, ISO 27001
* International best practices

* Penetration Testing

* Security Awareness and Training

+ Data Privacy and GDPR

» Knowledge of security tools and solutions
* Fraud investigation

WHAT OUR CLIENTS SAY...

““ | found the whole team friendly and very
approchable. they were good at exploring things,
diligent and responded positively to feedback... |
would say RightCue are a very dependable resource
and are reassurigly competent.”

o My experience of working with RightCue has
been absolutely brilliant. They assisted us with
creating an IT Strategy for the next 3 years. Would

| recommend RightCue? Absolutely, they offer great
value for money v

““ Communication was excellent..caused us to think
harder. To develop a maturity for our cyber security -
processes and ideas for the future, and to think beyond
IT to the business implications. Would | work with
RightCue again? Absolutely, without hesitation.”’

“ RightCue are very professional, have lots of
expertise and a good background. They have a broad
and deep cyber security understanding - both from a
technical and a governance aspect. v
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